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The localized detection of ions and biomolecules is of para-
mount importance to understand the physics of life at the cel-
lular and molecular scales. For example, a large number of 

biological processes in living cells are regulated and mediated by 
localized membrane transport1. The trafficking of macromolecules 
(such as proteins, RNA and DNA) and ions routed through the 
cell membrane determines the interaction of cells with each other, 
their environment and the immunological response2. Any dysfunc-
tion of these trafficking routes causes severe problems that lead to 
a variety of diseases, such as cancer and autoimmunity3. To under-
stand the underlying biological mechanism of cell signalling, it is 
essential to identify and characterize transmembrane pathways at 
the single-cell level4. Protein secretion and/or ion-channel activities 
are often irregular processes and neighbouring cells within a tissue 
may secret significantly different amounts and/or types of proteins 
and/or ions in a given time5. Currently, there is no method for the 
localized detection of ionic and biomolecular pathways through the 
cell membrane.

Patch clamp—the gold-standard technique in studying ion chan-
nels—uses pulled glass pipettes to record the ionic current between 
an electrode in the pipette and one in the bath solution. The tech-
nique enables single-channel recording, but it lacks efficiency and 
sensitivity for protein identification6. Traditional methods for pro-
tein identification and characterization include mass spectroscopy, 
NMR spectrometry, X-ray spectroscopy, flow cytometry and immu-
noassays, which are impractical for time-resolved measurements of 
secreted proteins from single cells5. These obstacles significantly 
limit our understanding of the dynamics of the cell membrane’s 
permeability, which is a particularly important aspect of the immu-
nological response. The grand challenge in this field is to identify 
dynamically the proteins and/or ions that are secreted from a single 
cell into the extracellular environment. Recent methods developed  

for single-cell proteomics include the optical interferometric detec-
tion of scattered light from secreted proteins5, optical imaging 
through molecular binding on the sensor surface7,8 and ionic cur-
rent recording using a nanopore embedded in a microfluidic incu-
bator9. Despite their success and the innovative approaches, none of 
these techniques can be used for the localized detection of biomole-
cules and they lack the sensitivity to monitor ion-channel activities.

In this pilot study, we introduced a force-controlled scanning 
nanopore microscope that enables the localized detection of the 
activity of ion channels and membrane transporters by locally 
detecting ions and macromolecules, such as DNA and proteins. 
This article focuses on the fabrication and the different areas of 
application of this force-controlled scanning nanopore microscope 
in molecular biology, such as: (1) localized confinement and detec-
tion of biomolecules (for example, DNA and protein sensing), (2) 
extracellular recording from single cells to monitor the transmem-
brane activities (for example, permeation of proteins and/or ions) 
and (3) controlled localization of the nanopore probe into the cyto-
plasm and nucleus of the cell for intracellular sensing, injection and 
mapping of the nuclear membrane.

Detection of molecules under mechanical confinement
The platform builds on a fluid force microscope, FluidFM 
(Supplementary Fig. 1)10. The atomic force microscope (AFM) can-
tilevers used in this study are made of silicon nitride and contain 
an embedded microfluidic channel within11. The nanopores were 
fabricated via ‘ion-beam sculpting’12 using a helium ion micro-
scope13,14. Briefly, the apex of the tip was flattened by ion sputter-
ing to produce a thin film of silicon nitride (with ~150 × 150 nm2 
lateral dimensions and ~20 ± 10 nm thickness). A small hole was 
then fabricated in the middle of the thin film using focused He+ 
ions. It is possible to shrink the pores to a desired diameter by raster 
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scanning of the He+ ions across the pore11. Secondary electrons pro-
duced during the fabrication process provide a simultaneous visual 
feedback with a high resolution (<1 nm), which allows a precise 
control over the pore diameter (dpore) as it shrinks. Pores as small as 
5 ± 1 nm in diameter were produced using this method (Fig. 1). The 
fabricated nanopores are similar to the conventional on-chip solid-
state pores (Supplementary Fig. 2), yet they are located at the apex 
of AFM cantilevers. The introduced system also resembles the glass 
pipette pores in various aspects, such as an adaptability to scanning 
ion conductance microscopy15, which can be used to image surfaces 
and the detection and on-demand delivery of biomolecules16–20. 
However, the AFM cantilevers are two orders of magnitude softer 
than glass pipettes, which allows flexibility and controlled mechani-
cal engagement with the samples. Moreover, the wide opening angle 
of the fabricated pores provides a higher ionic sensitivity compared 
to that of the conical glass pores21,22.

The nanopore AFM enables the nanoconfinement of biomole-
cules between the apex and the underlying surface. Preconfinement 
of biomolecules results in slower translocation speeds through the 
nanopore, which in general provides longer times for the sequence-
based read-out23–26. Molecular confinement prior to the transloca-
tion also reduces the conformational variations in passing molecules 
by setting a barrier for the folded DNA/protein configurations27. 
Figure 2a schematically shows a situation in which the nanopore 
AFM generates a nanoconfined region near the surface of a glass 
substrate and sets a barrier for the molecules before their entrance 
to the nanopore. A representative current–voltage (I–V) curve for a 
pore near the surface and the voltage dependence of protein trans-
location through such a constrained geometry are shown in Fig. 2b 
(Supplementary Fig. 3 gives a noise analysis and Supplementary 
Fig. 4 gives the DNA confinement). The produced geometrical  

constraint at the contact with the surface limits the ionic current 
and therefore increases the resistance of the system. In this experi-
ment, fibronectin (Fn) protein was introduced to the bath solution 
(cis) and a positive bias was applied to the trans side (the electrode 
was placed in the probe reservoir), which triggered (di)electro-
phoretic translocation of the charged proteins towards the pore. At 
lower voltages the protein translocation was suppressed, which sug-
gests a reduced penetration depth of the electric field into the bulk 
solution and consequently a reduced capture rate of diffusing mol-
ecules. In a blank buffer solution, the number of recorded events 
was significantly suppressed, which confirms that the observed 
jumps in the current traces are due to protein translocation through 
the nanopore (Supplementary Fig. 5). The translocation time τ in 
confinement is long compared to a non-confined event, particularly 
evident at higher applied voltages. For example, the mean translo-
cation time of Fn under the mechanical confinement of the AFM 
tip is ~2.2 ± 0.6 ms at 400 mV in 1× PBS (note τ ≈ 0.95 ± 0.92 ms at 
the same conditions far from the surface). However, the frequency 
of translocation events is lower in the confined geometry (<5 s–1), 
which implies that protein molecules encounter an energy barrier 
under the mechanical confinement (Supplementary Information 
gives a discussion on capture rates). The dynamics of the confined 
translocations are distinct from those with no confinement. The 
event duration (τ) exhibits an exponential decay with the applied 
voltage (V) (Fig. 2b), unlike the linear dependency observed in 
non-confined experiments in this study and also in other solid-state 
nanopore experiments25 (but similar to the translocations observed 
with protein nanopores28). This difference can be attributed to the 
higher energy barrier for the translocating molecules induced by 
the mechanical confinement between the substrate surface and 
the nanopore chip. According to Kramer’s theory (τ ≈

Δ −( )e
G qV
k TB ), an 

energy barrier (ΔG) can hinder the translocation of a polymer (with 
an effective charge q) and therefore the frictional forces between the 
confining surfaces and the passing molecules can alter the trans-
location dynamics, consistent with the friction-dominated translo-
cation through protein nanopores28–30. The interaction of proteins 
with the probe walls can be a source of friction31.

By increasing the set-point (SP) forces on the AFM cantilever, the 
distance between the nanopore and the substrate surface decreases, 
which is corroborated by a reduction of the background current. 
Correspondingly, the protein or DNA translocation time increases, 
which suggests the strong interaction between protein and the sur-
faces of the confined region. The confinement prior to translocation 
not only reduces the speed of biomolecules, but also more accurately 
determines the translocation pathways for the molecules. As a result, 
the standard deviation of the current transients reduces significantly 
(Fig. 2c). Therefore, it is concluded that the mechanical confinement 
of the molecules enables longer read-times for the detection which will 
be exploited to monitor translocation of proteins released from cells.

Extracellular mapping and detection of secreted products
Imaging of live cells using scanning probe microscopy provides a 
wealth of understanding about the nanoscale organization of bio-
molecules32–34. The scanning nanopore microscope enables the 
nanoscale monitoring of live cells using simultaneous force and 
ion-current feedback, which allows the generation of topographi-
cal images and the concomitant ionic current maps (Fig. 3a,b). 
Molecular-level cellular activities, such as protein secretion, can be 
monitored by the nanopore microscope through distinctive block-
ades and/or enhancement in the current traces (Fig. 3c).

Protein secretion from individual cells is particularly interest-
ing and has significant importance in cellular functionality, but 
to monitor these proteins with nanopores requires several techni-
cal considerations. Importantly, proteins and other biomolecules 
tend to adsorb on the surfaces of materials within a relatively short  

a b
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d

Fig. 1 | Nanopore fabrication on the AFM cantilevers. a, Scanning 
electron microscopy image of the cantilever at an angle perpendicular to 
the long axis of the cantilever. b, Cutaway view of a pyramidal apex with 
the embedded microchannel. c, Flattening of the pyramid apex with Ga+ 
irradiation (dashed line), and the subsequent pore drilling with a focused 
He+ ion beam. d, Example of the ion-beam sculpting process in which the 
prefabricated pore can be shrunk in diameter by raster scanning of He+ ions 
across the pore. Scale bars, 10 µm (a), 1 µm (b), 50 nm (c), 20 nm (d).
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amount of time35,36. Protein adsorption on the surface of the nano-
pore chip was observed in our live-cell experiments, which led to 
a permanent blockade of the used pores within the course of a few 
minutes after exposure to the extracellular environment. To avoid 
clogging issues, the surfaces of the nanopore chips were coated 
with an antifouling layer using a polymer PAcrAm-g-(PMOXA, 
NH2, Si) (PAcrAm, poly(2-methyl-2-oxazoline; PMOXA, poly(2-
methyl-2-oxazoline))37,38 with known protein-resistant proper-
ties. The PMOXA side chains of this molecule are 9 nm in size 
and are covalently bonded to the surface via the silane groups of 
the PAcrAm backbone. The nanopores coated with this polymer 
layer could be used for live-cell studies for several weeks without 
any permanent clogging. Figure 3c shows an example of current 
recorded near the surface of a cell membrane, in which several cur-
rent spikes are visible during the minutes-long measurements. To 
make sure that the recorded current transients correspond to the 
cellular activity of a single cell, cells were cultured at a low den-
sity and, before the measurement, the culture medium was washed 
and replaced with a buffer solution without proteins (for example, 
PBS). In this buffer, negligible current transients were observed at 
distances far from the cells (for example, at a 10 µm distance) in a 
culture dish.

The events gathered near the outer membrane of a live cell can 
be attributed to the translocation of a variety of biomolecules, such 
as proteins or fragmented RNA/DNA, exosomes or even temporal 
ionic fluxes through the ion channels. These events may be distin-
guished by the shape of the translocation peak39. Proteins possess 
a range of charges and molecular weights, which can characteris-
tically influence the duration and magnitude of a translocation 
event39. The nanopores exhibit a bias towards specific proteins based 
on their charge and molecular weights (Supplementary Fig. 6). For 
instance, bovine serum albumin (a negatively charged protein at pH 
7.4) can be only detected at positive applied voltages, whereas lyso-
zyme (a positively charged protein at pH 7.4) detection requires a 
negative applied voltage. Other proteins, such as Fn, possess a large 
amount of negative and positive charges on their surface and can 
be detected at both positive and negative voltages. The magnitude 
of the current change can be used for the specific detection of the 
biomolecules as well. For example, the magnitude of the current 
change is much higher for serum Fn dimers (~440 kDa) compared 
to smaller proteins such as bovine serum albumin (~65 kDa) and 
lysozyme (~15 kDa).

Classification of the peaks by their shape can also be used as a 
method to distinguish the source of an event. For example, a correlation  
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Fig. 2 | Localized detection of proteins near the surface under mechanical confinement with a nanopore AFM. a, Schematics of the experimental set-up 
and the concept of protein confinement using mechanical forces. The approach of the tip to the surface creates a nanoconfined area that produces an 
energy barrier for biomolecular translocation before the entrance to the nanopore. b, From left to right, the I–V curves obtained when the tip is far from  
the glass surface (open, R = 45 MΩ, blue curve) and near the surface (closed, R ≈ 78 MΩ, red curve), the current change (ΔIb) due to local blockage of the 
pore during Fn translocation, and the frequency (f) and τ of the blockage events. The voltage dependence of the Fn translocation near the surface  
(SP force of 2 nN) exhibits an exponential decay (τ ≈ e–0.003V) indicative of surface interactions with the biomolecules. The error bars indicate the s.d. for 
each experiment. c, The KDE plots of the events distribution in bulk (left) and near the surface (SP = 2 nN and SP = 20 nN). The tip–surface distance 
(controlled by a SP force) influences the dynamics of the translocation, particularly evident from τ and the s.d. n is the number of detected events  
at +400 mV. dpore was ~20 nm.
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clustering algorithm (Louvain method40) was used to analyse the 
current transients obtained from multiple single cells (Fig. 3d). Two 
significantly distinct types of events were observed in all the mea-
surements: (1) One type of event exhibited a single-step peak in the 
current transient, which has a shape correlation with the blockade 
events acquired from pure protein solutions. (2) The second class of 
the current transient consists of a current reduction followed by an 
immediate enhancement before reaching the background level (this 
is not observed in pure protein solutions).

To distinguish between various types of proteins in a crowded 
environment of secreted products, we examined the Fn secretion 
of mouse embryonic fibroblast knockout for Fn (MEF Fn−/−) versus 
MEF Fn+/+ (Fig. 4). Fn is one of the major components of the extra-
cellular matrix of fibroblasts and is expressed and assembled into a 
fibrillar structure in the early stage of extracellular matrix forma-
tion41. As MEF Fn−/− cells are unable to secret Fn, it can be used as a 
control to see if Fn can be specifically detected in MEF Fn+/+.

The secreted products of MEF Fn−/− versus MEF Fn+/+ are com-
pared by Kernel density estimate (KDE) plots of the events distribu-
tion (Fig. 4 and Supplementary Fig. 7). The difference in the density 
plots of the events is particularly evident at the region with a higher 
current change where one would expect to detect larger biomol-
ecules, such as Fn. As the major difference of MEF Fn−/− to MEF 
Fn+/+ is the lack of Fn secretion, the increased density of the events 
at a particular region of the KDE plot in MEF Fn+/+ is most probably 
due to Fn secretion of the cells.

To confirm further that the increased cell secrotome in MEF 
Fn+/+ is related to Fn release, translocation of the purified Fn solu-
tion was tested with the same nanopore (Supplementary Fig. 7). The 
results indicated an accumulation of events in the density plots in 
a similar region to that where the difference between MEF Fn−/− 
and MEF Fn+/+ is the most significant. There are minor differences 

in density plots of the pure Fn solution and the cell secrotome, 
which most probably originate from variations in the conformation  
of the proteins in native and purified states42, or other physical dif-
ferences in the experimental set-up, such as the interfaces of the 
confined regions.

Localized detection of ion channels
The working principle of nanopore sensors is based on temporal 
changes of ionic current and/or potential within (or nearby) the 
pore. Therefore, ion-channel activities in the cell membrane are 
expected to produce a signal in a nanopore system. As a proof-
of-principle of the application of nanopores to monitor the ion-
channel activities of single cells, the action potentials of individual 
hippocampal neuron cells were recorded (Supplementary Fig. 8). 
Interestingly, the recorded events during neuron ‘firing’ exhibit sim-
ilarities to the shape of the class II current transient (Fig. 3d). Class 
II events were not observed in pure protein solutions. However, 
during the extracellular recording from live cells, this class of events 
were observed even at a 0 mV applied bias, at which little contri-
bution from biomolecular translocation is expected. Therefore, the 
class II events can be attributed to the temporal changes of current 
and/or potential in the vicinity of the cell membrane, most probably 
due to ion-channel activities.

To demonstrate further the capability of nanopores in the local-
ized detection of ion channels, we acquired average-current maps 
for the cells with a controlled number of ion channels (Fig. 5a). 
HEK293 with overexpressing Piezo1 ion channels or with knockout 
Piezo1 ion channels were used. Overexpressing cells were gener-
ated by transient transfection and the knockout cells were obtained 
using CRISPR/Cas9. The number of Piezo1 ion channels in the 
overexpressing cells was five times higher than that of the normal 
cells, and far more than that of the knockout cells. A nanopore was  
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positioned over an arbitrary location on the cell and it was scanned 
over a small area (3 × 3 µm2, with a 2 nN SP force in contact mode). 
It is evident from the recorded current maps that the cells with 
an excess of ion channels exhibit an abundancy of ‘hot’ regions 
(with currents higher than the background current). Particularly, 
as is shown in Fig. 5b, the ratio of class II/class I events is gener-
ally higher for the cells with an excess of ion channels compared to 
the knockout cells. These data suggest that the ion-channel activ-
ity of single cells can be monitored with the nanopore microscope 
in a ‘loose’ patch configuration (that is, with the probe positioned 
in close contact to the cell surface without gigaseal formation). 
However, at present we cannot decide whether or not it is possible 
to record single ion channels using this technique. The nanopore is 
very sensitive to minor changes in the ionic flux, which means the 
activities of the neighbouring channels may influence the record-
ing. Given that the dimension of the nanopore tips (150 × 150 nm2) 
is much bigger than the size of the ion channels (<10 nm) and also 
considering ion-channel clustering43, the likelihood of measuring 
multiple neighbouring ion channels under the nanopore probe is 
plausible. It is anticipated that the strongest signals are correlated 
with the activities of the nearest channels to the probe, but contribu-
tion from neighbouring channels and from cell membrane move-
ments cannot be excluded.

Intracellular recording, mapping and injection
Finally, we assessed the feasibility of intracellular recording using 
both the ionic current and the force deflection feedback (Fig. 6). 
By monitoring the force feedback in single-cell studies, the nano-
pore microscope enables intracellular recordings at particular 
parts of the target cells. Figure 6a shows typical force and current 
curves acquired during probe insertion into the cell and the subse-
quent withdrawal. The force feedback is related to the interaction 
between the nanopore tip and the cell. Four distinct instants are 
indicated in this curve and can be associated with the following 
steps: (1) the penetration of the tip through the outer cell mem-
brane (and the nuclear membrane), (2) maintaining the set point 
and resting at the contact point, (3) withdrawal from the contact 
point and then (4) from the cell. Optical images suggest that the 
tip insertion inside the cell did not result in any observable change 

100

200

6

100

200

2 4

2 4 6

C
ur

re
nt

 (
pA

)
C

ur
re

nt
 (

pA
)

Time (ms)

Time (ms)

Extracellular
Fn fibres

n = 1,049

n = 984

Time

Time

C
urrent

C
urrent

a b

Fig. 4 | Extracellular recording from MEFs with and without Fn expression. 
a, Confocal images of fixed cells that express Fn (MEF Fn+/+) (top image) 
and fixed cells that are knocked out for Fn expression (MEF Fn−/−) (bottom 
image). The cell nuclei are stained in blue with DAPI (4,6-diamidino-2-
phenylindole), and the Fn component of the extracellular matrix is stained 
in red with antibody immunostaining. Scale bars, 10 µm. b, Exemplary 
density plots of the event distribution that compare the secrotome of the 
cells with or without Fn expression. The current traces were recorded at 
+200 mV (dpore ≈ 20 nm). The increased density of the events distribution 
in the KDE plot of Fn+/+ is shown by a red dashed circle, which is mostly 
due to Fn expression, and it is comparable with the signals obtained in pure 
Fn solutions. (Note: small events are excluded here.)

 

0

100

–100

100 ms50
 p

A

+
10

0 
m

V

Class II (%)

66

14

100

86

12

0 
m

V
–1

00
 m

V

With ion channels

∆Ib (pA)

Without ion channelsa b

Fig. 5 | Current maps for the cells with a controlled number of ion channels and the ratio of class II to class I events. a, Confocal images of HEK cells 
(left) with overexpressing Piezo1 ion channels (top) and HEK cells with knocked-out Piezo1 ion channels (bottom). Scale bar, 20 μm. The green colour is 
from green fluorescent protein molecules that are specifically bound to the corresponding ion channels, and the red colour is the cell membrane tagged 
with Vybrant Dil cell-labelling solution. The corresponding ion-current maps (integrated over 10 ms) from HEK cells (right) with (top) and without 
(bottom) excess of the ion channels. (The left and right images were taken from different samples.) Scale bars, 1 µm. The probability of observing ‘hot’ 
regions (increased current changes) is higher for the cells with an excess of ion channels (dpore ≈ 20 nm). b, Comparison at different applied voltages of the 
sporadic current events near the cell membrane for the HEK cells (with an excess and with a lack of ion channels). The number of class II events (shown by 
percentage) is higher for the cells with more ion channels.

Nature NanOtechnOlOgy | www.nature.com/naturenanotechnology

http://www.nature.com/naturenanotechnology


Articles NaTure NanoTecHnology

I

III

IV

Time (min)

0 2

C
urrent (nA

)

5

4

F
or

ce
 (

nN
)

0

500
Set pointII

Forward Backward

Intracellular injection/sensing/mapping

100 pA 100 ms

Time (s)

C
ur

re
nt

 (
pA

)

100

200

300
Overview of 1,000 events

C
ur

re
nt

 (
pA

)

100

200

300

C
ur

re
nt

 (
pA

)

2.0

1.0

0

D
en

si
ty

 (
a.

u.
)

2.0

1.0

0

D
en

si
ty

 (
a.

u.
)

Time (ms) Time (ms)

1.0 0.5

+800 mV
n = 1,514

+800 mV

–800 mV
n = 1,069

–800 mV

P
 <

 1
0–3

I0 = 4.1 nA

1.5 2.0 1.0 1.5 2.0

Time (ms) Time (ms)

1 ms

50
 p

A

0.51.51.0 2.0 1.0 1.5 2.0

a

b

Fig. 6 | Intracellular recording with nanopore AFM. a, Laser deflection from the AFM cantilever reveals a mechanical engagement of the tip with 
different compartments of the cell. In a typical force-spectroscopy experiment, four distinct areas can be observed at sufficiently high SP forces (typically 
>300 nN). These areas are interpreted as: (I) the penetration of the tip through the cell and then nuclear membranes, (II to III) the resting time at the SP 
value and (IV) the retraction of the tip from the nucleus and then the cell membranes. The corresponding simultaneous current recorded during the tip 
insertion inside the cell is shown. The reduction of the current between (I) and (II) is due to the approach of the tip from the bulk to the surface of the cell 
membrane (that is, increased resistance). Similarly, the current increases back to the initial value during the withdrawal stage (III to IV). b, Demonstration 
of the intracellular monitoring of biomolecules inside a single cell (HEK). The current transients due to the nanoconfined molecular translocations through 
the nanopore near the surface of the nuclear membrane are shown at two different voltages (dpore ≈ 2 0 , SP force = 500 nN and V = ±800 mV; the red 
line is the detection threshold, which can be decided arbitrarily). The density plots of the events are shown for the threshold value of 75 pA. P value was 
assessed with a one-way analysis of variance test.
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in the cellular activity (Supplementary Fig. 9 and Guillaume-
Gentil et  al.44). After several measurements, it was found that 
penetration through the HEK cell membrane occurs at a force 
>100 nN, whereas penetration through the nuclear membrane 
requires forces >300 nN. By taking an intermediate value for the 
set point (for example, 150–250 nN), the tip can penetrate the cell 
membrane and stay in contact with the nucleus without further 
penetration. The precise insertion of the nanopore on top of the 
nucleus led us to directly obtain the current maps of the nuclear 
membrane, as shown in Supplementary Fig. 10. The current leak-
age through the cell membrane enabled the circuit functionality 
for ion-flux recording inside the cytoplasm. The intracellular sens-
ing can be done similarly to the extracellular recording. Once the 
nanopore was placed near the surface of the basal or apical nuclear 
membrane, a large number of current spikes were observed, which 
are most probably due to the translocation of intracellular ele-
ments through the nanopore (Fig. 6b). Although the precise char-
acterization of the interior contents of the cells requires additional 
considerations, the technique can provide statistical information 
on many stochastic events in different cells, and therefore enable 
single-cell analysis in heterogeneous cell populations. As shown 
here and in other studies45, voltage control can be used for a  
better statistical classification of the events due to the sensitivity of 
the biomolecules to the applied bias. Although we are not able to 
determine specific types of the intracellular molecules at this stage, 
it is envisioned that selectivity can be achieved by functionaliz-
ing the nanopores46, molecular tagging47 and antibody labelling48, 
or with complementary methods, such as mass spectrometry49, 
post qPCR amplification23 and the implementation of learning  
algorithms in data analysis50.

Conclusions
The demonstrated concept for the realization of an AFM-
controlled scanning nanopore microscope features several advan-
tages. The use of an AFM cantilever to control the location of the 
nanopore makes the approach directly applicable to localized sens-
ing of biomolecules. A nanoconfinement can be readily produced 
to mechanically control the translocation of the molecules prior 
to their entrance to the nanopore. With this approach, the speed 
of molecular translocations reduces significantly, as well as the 
standard deviation in the current transients. Also, the extracellular 
signalling of single cells can be monitored by recording the activity 
of their ion channels and counting the amount of proteins secreted 
by the cell, based on stochastic translocation analysis. The spatial 
organization of the ion channels and membrane transporters can 
be visualized by scanning the nanopore tip over the cell mem-
brane while recording transient current events. Voltage control can 
further improve the quantitative assessment of such activities by 
enabling a better classification of the events. The laser deflection 
from the cantilever provides a sensitive feedback for the precise 
positioning of the nanopore inside the cell, which enables intra-
cellular sensing and mapping at different locations, such as outer 
membrane, in the cytoplasm, on the nuclear membrane or inside 
the nucleus. As an application, the ion conductance image indica-
tive of nanoscale features in the nuclear membrane of a living cell 
was obtained.

Reporting Summary. Further information on research design 
is available in the Nature Research Reporting Summary linked to  
this article.

Data availability
All the data needed to evaluate the conclusions in the paper are  
present in the paper. Additional data and other findings of this 
study are available from the corresponding authors upon reason-
able request.
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